








“I’ve heard horror stories
about 40-year-old men who
pretend they are 15.7”

(Age 15)

“You could be talking to some
perverted 50-year-old man
sitting around in his
boxers.” (Age 18)

All of the girls in the study were asked what
they did to remain safe online. The majority
report withholding any information that is “too
personal.” Girls would be willing to give out
their first name, their age, and the state in
which they live but not their last name, city, or
phone number. Girls also feel relatively
comfortable giving out e-mail addresses to
boys they meet online but not cell phone or
house phone numbers. The majority of girls
also see mailing pictures to strangers as
unsafe. Additionally, many have learned to use
blocking software as protection from anyone
who harasses them online. Other girls remain
safe online by not talking to strangers at all
and by avoiding chat rooms.

Just over 80 percent of journal participants
report that they do feel safe online. In general,
however, girls do not deny the fact that real
problems do occur for girls on the Internet.
Girls were asked if they themselves have ever
been sexually harassed online:

Have You Ever Been Sexually Harassed in a
Chat Room?®

No | 70%

30%

Yes

Harassment comes in many different forms,
ranging from being asked for bra sizes to
being sent unwanted naked pictures of men.
Additionally, girls frequently report being
asked to “cyber,” which is slang for having
cyber sex.

summary of findings

“I hate that. Guys’ll ask
your bra size and stuff like
that and it is Stupid.”

(Age 15)

“I just hate all the chat
room guys who ask you what
you are wearing and 1if you
want to cyber. It is SO
stupid!” (Age 16)

“I was 1in a chat and this
guy IM’d me. He told me all
this stuff about himself but
then he started saying really
perverted stuff.” (Age 13)

These comments reveal that girls are
annoyed by both the unwanted sexual
attention they receive in chat rooms and the
frequency with which “perverted” comments
are made to them online.

Those who have been harassed shared the
following stories:

“Some guy kept asking me 1if
we could have cyber sex and
I kept saying no but he kept
asking. I got really scared
and blocked him. He was so
persistent and scary that he
wouldn’t go away. If it
wasn’t for the blocking
feature, I probably wouldn’t
feel that safe.” (Age 15)

“A guy threatened to come to
my town if I didn’t have
cyber sex with him.” (Age 13)

8 This question came from the online survey, with 1,079 girls responding.
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telling me I was beautiful,
sexy, and hot, and that he
wanted to meet me. Even
though I kept saying no, he
kept giving me his pager
number and telling me to
call him.” (Age 14)

“I was chatting with two
people who were friends [with
each other] and after talking
to them for like an hour,

one of the guys (I didn’t
know them) told me that his
friend had hacked into my
computer and knew where I
lived, and he told me that

he was incredibly horny and
was going to come find me.”
(Age 16)

Despite the frightening or threatening nature
of this harassment, most girls who have
experienced harassment express a
reluctance to tell their parents.

If You Have Been Sexually Harassed, What Did You Do?°

Got mad at the harasser and 28%
wrote a nasty note back.

16

Just got out of the [chat] o
room. | didn’t tell anyone. 30%

Nothing. This happens all 21%
the time and is no big deal.

| told my friends. | 14%

| told my mom or 7%
dad immediately.

Only 7 percent of girls in the online survey
and two girls out of the 71 in the focus
groups report telling their mothers or fathers
about the harassment.

“IT met] a guy online and
gave him my number so he
called me and said that if I
hung up before he was ready,
he’d begin to stalk me, 1in
person. But I didn’t want to
tell my parents so I didn’t.”
(Age 16)

This hesitancy to tell parents about
harassment appears to stem from a fear that
parents will overreact and ban girls from
socializing online. For this reason, most girls
keep quiet about online harassment, unless it
is extremely scary. Thus, if adults want girls
to come to them when they have frightening
online experiences, they need to create an
environment in which girls do not feel that
they will be blamed or punished for sexual
harassment that is not their fault. Girls advise
parents to be realistic and address actual
problems their daughters are experiencing,
even if it is scary to them. For example, one
girl writes, “Talk to kids about online romance
because it will eventually happen.”

Overall, with respect to online activity, girls
report that they want parents to:

V Teach them to have responsibility.

V Educate them about possible dangers.
V Be cautious but not too cautious.

V Trust them.

Girls often feel “freaked out” by the
information they can access online, such as
information about sex and drugs. They also
often do not know what to do when they are
sexually harassed in chat rooms or asked on
a “cyber date.” While teenage girls today are
cognitively able to understand much of the
information they read online, as the GSUSA
report on preteen girls titled Teens Before Their
Time (Roban, 2000) reveals, girls often do not
have the emotional development to process all
the information they come across. Specifically,
girls’ lack of emotional maturity can lead to
the desire to trust online strangers who

9 This question came from the online survey, with 611 girls responding.



express similar interests, problems, or
concerns. With little adult advice that is
relevant to their online lives, girls are often
put in emotionally complex situations with
limited guidance.

Although it does appear that parents are
aware of Internet dangers and do offer their
daughters some cautionary advice, this advice
is generally reactive rather than proactive.
Girls need help processing emotionally
complex situations that unavoidably arise
online rather than receiving blame or
punishment for these situations.

summary of findings

Because many girls inevitably come across
emotionally charged situations such as
sexual harassment and online porn, they are
seeking ways to avoid these incidents or
process them when they do arise. Such
information from adults is more valuable to
them than prohibitive comments and
punishment. Thus, girls need less “don’t do
it” and more “let’s work through this” from
parents. The result will be an environment in
which girls do not have to keep secrets but
instead can feel safe confiding in their
parents about negative situations they
encounter online.

Empowered with Knowledge and

Pertinent Advice,

Girls Will

Successfully Navigate Both
Positive and Negative
Experiences Online

Despite Internet dangers such as stalkers and
sexual harassment, girls report having mainly
positive experiences online and tend to feel
empowered and very safe on the Internet.
Some comments girls made about the Internet
include:

“It i1s an excellent way to
become closer to people, talk
to people who are far away,
talk to people you are scared
of talking to in person, and
ask questions you need to ask
but can’t in person or on

the phone.” (Age 13)

“I think the Internet is 1like
another world. You can get on
it and never get off. You

can be a whole new person.
The only thing I don’t agree
with is the extreme dependence
that people have on the
Internet. They can’t live
without it. It’s their 1lives.
I once heard that technology
made the world a harder place
to live in. But all in all,
the Internet has opened the
window for people to do
things that would have been
harder to do without it.”
(Age 14)
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In addition to communicating with friends and
doing school and personal research, girls are
also able to use the Internet to get more
information about topics they know little or
nothing about. For example, one girl
researched eating disorders when she thought
a friend was anorexic. In general, girls see
the Internet as a way to get information
that they might be embarrassed to ask
about in person.

Because girls can communicate emotions
online that they find difficult to express in
face-to-face conversations, using the Internet
to fight with friends or discuss potentially
emotional subjects is extremely common
among girls in the overall study. Fifty-four
percent of frequent users and 38 percent of
moderate users prefer using e-mail for
emotional confrontations with friends, and 52
percent of frequent users say they feel more
comfortable expressing their emotions online
than in person or through other means of
communication. These findings correspond
with other research that has been done that
indicates girls have a reluctance to express
anger in face-to-face situations (Brown, 1998):

The Internet is beneficial to girls who often
have no outlet for angry emotions because, as
Mary Pipher (1994) has argued, having no
outlet for anger often leads girls to internalize

negative feelings. In some cases these
unexpressed feelings have the potential to
resurface in the form of eating disorders, self-
mutilation, or depression.

Girls, however, view online gossip or mean
comments as “less real” than negative face-to-
face comments. For example, 83 percent of
girls in the online survey report that exposure
to gossip about them at school is much worse
than gossip written about them online. Girls in
the focus groups agree, arguing that online
comments are less believable and reach fewer
people because not everyone is online. Girls
also appear to prefer getting mean comments
online because they are able to react to them
in private and think about their responses,
rather than having to make a quick comeback
or show that they are hurt.

Focus group participants, however, report a
downside to the ease with which intense
emotions can be expresssed online. Girls
report that they spend too much time
thinking about how they act online and worry
that the Internet may lead them to become
inept at off-line communication. They also
worry that the Internet allows them to be “too
mean” and use more profanity. Several girls
report that they have sent “evil e-mails” to
friends when they were angry and being much
meaner than they ever would be in person.
These comments offer supporting evidence
that the privacy of the Internet allows girls to
act differently online.

A positive aspect of being able to act
differently on the Internet is that girls find it
much easier to talk to boys online. Girls report
more self-confidence when interacting with
boys online than in face-to-face
communications. In the journals, girls write
that it is easier to talk to boys because there is
less focus on girls’ appearance. Additionally,
girls who feel uncomfortable with their
appearance can lie about what they look like
online, which makes them feel more at ease
when talking to boys:



“I can lie about my appearance
online and when I talk to
guys 1in public, I usually shy
away from them.” (Age 14)

“People will talk to me for
who I am and respect my views
on things. They can’t take a
look at me and then find a
prettier person to talk to.
They accept me for who I am
and that is a great feeling
to have. I don’t think I
would ever have known that
feeling if it weren’t for the
Net.” (Age 15)

Another girl writes that without the Internet,
she would “never have a boyfriend” because
she feels that she is too ugly. While these are
three extreme examples of girls who feel
uncomfortable with themselves, other girls
do suggest that not having to see boys when
they are talking online makes them feel more
relaxed:

“I feel I can talk to them
about anything I want and it
is not the same in person.”
(Age 15)

“You can be so much more like
yourself and if you say
something stupid, you can say
that you meant it in a
different way.” (Age 15)

summary of findings

Online communication offers a feeling of
safety for girls because they can plan what
they want to say in advance and they can deny
the “meaning” of an online comment if it does
not go over well. Having this freedom makes
girls feel more confident and less shy when
talking to boys, especially if they are interested
romantically in the boys.

Girls do worry, however, about boys adopting
different online personalities as well. In the
focus groups, girls report that their male
friends are more open online and express
themselves in “sweet” ways that they do not
off-line. Since both girls’ and boys’ online
personalities usually do not hold up the next
day in school, girls report that the difference
creates problems for both parties:

“[While online] I told this
guy at my school that I liked
him and he was cool about it
but it was weird for me [when
we saw each other at school]
and nothing really happened
and we are still friends and
stuff.” (Age 15)
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I_»conclusions

This study reveals that girls know a great deal about computers and

navigating the Internet. Girls are aware of the dangers that lurk online

and do exhibit common sense when utilizing chat rooms and IM. However,

even though teenage girls today appear to be knowledgeable and mature

beyond their years,

encountering emotionally

accidental and frequent exposure to online porn,

disturbing,

Girls report that the adults in their lives mostly
offer prohibitive advice, rather than dealing with
the true situations at hand. Therefore, with little
pertinent advice from parents and teachers, girls
are often put in a situation of “driving without a
license” in terms of using the Internet.

Girls can benefit from more adult guidance and
instruction that goes beyond “don’t do it.” They
actually do approve of their parents’ concerns
and feel that certain punishments for valid
computer-related offenses are appropriate. Girls,
however, report that they desire more
acknowledgment from their parents regarding
their computer skills, less blame for computer
offenses that are not their fault, and more trust in
their online behavior. Girls feel that parental

charged

they are often still nalve and vulnerable when

online situations: for -example,

which they find

or sexual harassment in chat room conversations.

education regarding their online lives would
foster more open and trusting relationships
between parents and daughters.

The Internet does provide many positive
experiences for girls, such as offering an outlet to
express intense emotions and building social self-
confidence. Girls who are computer-savvy are
often described by their peers in a positive light.
Unfortunately, girls will also have negative
experiences in their online lives. However, armed
with knowledge, trust, and support from the
adults in their lives, teenage girls will be able to
enjoy all of the benefits of the Internet while being
empowered to navigate through their online lives
in an intelligent, safe, and productive manner.

21



' references

{gn'ﬂﬂ AP oe’

Brown, Lyn Mikel. Raising Their Voices: The Politics of Girls’ Anger.
Cambridge: Harvard University Press, 1998.

Guernsey, Lisa. “Looking for Clues in Junior’s Keystrokes.”
The New York Times. July 19, 2001.

Lenhart, Amanda; Lee Rainie, and Oliver Lewis. Teenage Life Online: The Rise of the
Instant-Message Generation and the Internet’s Impact on Friendships and Family
Relationships. Washington: Pew Internet & American Life Project, 2001.
(http://www.pewinternet.org/reports/toc.asp?Report=36)

Pipher, Mary. Reviving Ophelia: Saving the Selves of Adolescent Girls.
New York: Ballantine Books, 1994.

Roban, Whitney. Teens Before Their Time. New York: Girl Scouts of the USA, 2000.

Girl Scout Research Institute

February 2002

23



@) Girl Scouts.

Where Girls Grow Strong.

Girl Scouts of the USA
420 Fifth Avenue
New York, N.Y. 10018-2798

www.girlscouts.org

CSP#40-154-110

773195540334 " 8



